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Abstract

Recently, online shopping has become a popular
trade model. Merchants can put their goods
information on a website built by the Internet
platforms, such as Yahoo and eBay. This trade model
facilitates customers to browse what goods the
merchants sell. But the employed types of payment
are not fair.

In this paper, a new trade model for online
shopping is proposed. This model adopts 3G mobile
phone with RFID reader and electronic wallet to
facilitate customers to browse goods information and
pay for the goods by using electronic wallet. Moreover,
this model not only can let Internet platforms charge
the successful transaction but also guarantee that the
transaction is fair.

Keywords: 3G mobile communication, Near Field

Communication, Mobile commerce, Concurrent
Signature, Online shopping.

1. Introduction

The main problem of conventional trade is that
how does a merchant let customers know what goods
and at where he sells? Accordingly, the market such as
convenience store and wholesale has become an
important transaction mechanism where merchants
can provide their goods and customers come here to
look for what he wants. Nowadays, along with the
tremendous development of Internet, undoubtedly
online shopping is an important trend. Some Internet
platforms, such as Yahoo[16] and eBay[13], provide
this kind of service that merchants can put their goods
information on the website of the platform so that
customers can browse these goods by IE.

Moreover, due to the introduction of third
generation (3G) networks and the adoption of USIM
card, mobile phone facilitates users to obtain valuable
information by connecting with the wireless World
Wide Web (WWWW) and make fast and efficient
commercial transactions. By means of 3G mobile
phone, customers can go online shopping at any where
and any time.

However, instead of paying face to face in
conventional payment, there are two main payment
types. One is cash against documents (C.A.D) and the
other is cash on delivery (C.0.D.). The former is that
the customer transfers money to the merchant’s
account in advance, then the merchant delivers the
goods. But this payment type may lead to the result
that customer has paid money but does not receive
goods. The latter is that the customer will pay cash
when the goods arrived. This payment type is
unfavorable to the merchant because he does not know
whether the customer has sufficient money to pay.
Therefore, these two payment types are not fair.

In this paper, a new fair trade model for online
shopping is proposed. This model adopts 3G mobile
phone with RFID reader and electronic wallet to
facilitate customers to browse goods information and
pay by using electronic wallet. Moreover, we propose
a new concurrent signature slightly modified from
Chen et al.’s current signature [1] and employs Kim et
al.’s proxy signature [2] so that Internet platforms can
charge for providing online shopping service, and
transaction can be guaranteed fairness.
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The rest of this paper is organized as follows. In
Section 2, the related works is given. The introduction
to the proposed trade model including overview,
security analysis and dispute settling are provided in
the Section 3. Finally, the discussion and the
conclusions are given in Section 4 and Section 5,
respectively.

2. Related Works

Yahoo and eBay are two well-known Internet
platforms which provide online shopping service.
Instead of payment face to face in the real world,
C.A.D, and C.O.D. are two main e-payment ways for
online shopping. However, these two payment ways
and goods delivery are always processed outside the
platforms, so the platforms always can not solve
transaction disputes effectively and effectively. In
other words, they can not guarantee transaction
fairness that merchants can get money and customers
can receive what they want. Otherwise, both parties
get nothing.

PayPal [14] is a famous e-payment system based
on credit card system. If any parties would like take
advantage of this system to do transaction, they have
to register their PayPal account first. When ordering
the goods, the customer will transfer his e-money
from his PayPal account to the merchant’s. This action
is made by PayPal and let the merchant know that the
customer can pay for the goods, so he delivers the
goods.

On the other hand, PayPal provides a chargeback
mechanism for protecting customers. If the transaction
disputes happen (the goods not received or the goods
significantly different), the customer can apply this
mechanism that his credit card bank asks PayPal to
withdraw back e-money. Beside, PayPal will notice
the merchant about this dispute. The merchant has to
provide related evidences to prove he is honest. The
judge will be made by PayPal and both parties’ credit
card bank. Briefly speaking, the transaction fairness is
reached because PayPal manages two parties’ PayPal
account. Moreover, any disputes can be solved by
following the disputes settling solution of credit card
system. However the solution is complicated and
always takes many days.

Proxy signature, first introduced by Mambo et
al.[7], allows a designated person, called a proxy
signer, to sign on behalf of an original signer. There
are three types of delegation including full delegation,
partial delegation, and delegation by warrant.
However, in consideration of security, it is bad to
adopt full delegation type because proxy signer will
know the private key of original signer. Although the
proxy signature using partial delegation has lower
computational cost than the proxy signature using
delegation with warrant, the latter can restrict
documents to be signed (e.g. warrant states the valid
period) but the former does not have such property.
This paper employed Kim et al.’s proxy signature [2]

which provides a new type of delegation called partial
delegation with warrant. This new types have both of
the advantages of partial delegation and delegation
with warrant.

Due to the work of Chen et al.[1], concurrent
signature becomes an important research topic about
how to fairly exchange two signatures between two
parties without the assistance of a trusted third party
and without the assumption of the same computing
power between two parties. Therefore, the concurrent
signature is applicable for the proposed model because
the mobile phone is used by the customer. In
concurrent signatures, two parties, namely initial
signer and matching signer, are involved in the
protocol. The initial signer who launches the
concurrent signature protocol first will randomly
selects a secret number, namely keystone, and then
both parties exchanged their signatures with the same
keystone. The concurrent signature is based on ring
signature [9] that provides the property of
signer-ambiguous. Therefore, from any third party’s
point of view, the two signatures exchanged between
two parties are ambiguous with respect to the identity
of two parties. However, after the keystone is released
by the initial signer, the signatures will be
simultaneously bound to their real signer and become
valid signatures concurrently. From then on, some
concurrent signatures have been proposed [5][8][11].
Although the fairness of concurrent signature is
weaker than that of fair exchange system [3][4], it is
satisfying with the requirement in the proposed trade
model.

RFID (Radio-Frequency IDentification) [6][15]
is a technology for identifying the identification of
objects. Usually, RFID is viewed as a means of
explicitly labeling objects to facilitate their perception
by computing devices. An RFID device, called an
RFID tags, is a small and wireless devices. It is
generally attached to an antenna in a package that
resembles an ordinary adhesive sticker. Therefore,
people can use RFID reader to easily identify the
identification of object by reading the attached RFID
tags.

3. The Proposed Trade Model
3.1 Overview of the proposed trade model

In this paper, we proposed a new trade model
(see Figure 1).

There are three parties including the Internet
platform (P), the merchant (M), and the customer (C).
The following provides the security issues and
assumptions.

W Internet platform:

The platform provides a website space for
merchants so that merchants can put their goods
information on the Internet and customers browse
these goods information and pay to the merchant by
the assistance of the platform. Therefore, we have to



believe that the platform does not modify the goods
information provided by merchants and honestly
keeps and transfers e-money. Moreover, the platform
will charge when the merchant and the customer carry
a transaction out successfully.

Seller Platform Buyer
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Figure 1: The trade model

B The merchant:

All the goods information on the platform is
provided by the merchant. When receiving the order
from the platform, the merchant sends the goods by
the deliveryman who is the employee of the trusted
delivery party such as DHL [12]. Moreover, the
merchant will prepare a RFID tag in which has related
transaction data including the goods information, the
date, the price, the digital signature, and any
information related the transaction. Then this tag is
attached to the goods. By means of the RFID tag, the
deliveryman and the customer can read the transaction
information by using their mobile device embedded
RFID reader. Take advantage of RFID tag in case the
deliveryman takes a lot of transaction data. The
deliveryman will bring back the keystone such that the
merchant can use it to redeem from the platform.

B The customer

In the model, the customer must have a device
which can connect to Internet and has high
transmission speed. Moreover, a temper-proof device,
such as SIM card, is required to manage electronic
wallet securely. Therefore, 3G mobile phone is
suitable for the proposed model. By means of 3G
mobile phone, the customer can browse website easily
and the embedded USIM card can manage electronic
wallet and customer’s public key pair securely.
Moreover, the mobile phone must have RFID reader
for reading any transaction data which is attached to
the goods.

The transaction flow can be roughly separated
into four phases including delegation phase, payment
phase, goods delivery phase, and redeeming phase.
The detailed introduction is provided as follows:

B Delegation phase:

Delegation phase contains (1) and (2) steps.
Before (1), the merchant has to tell the platform what
goods he wants to sell, then a proxy signature protocol
will be launched for getting a triple (Skpm, R, W) via
secure channel in (1), where skp_.y is the proxy key, R
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is the proxy public key and w is a warrant. Finally, the
merchant can put the goods information on the
website in (2).

B Payment phase:

The step (3), (4), (5), and (6) involve in this
phase. Simply speaking, the customer uses his mobile
phone to browse the goods information in the website.
If the customer wants to purchase, the mobile phone
will ask him to input PIN Code for checking his
identity. Then, the customer selects a random number
as keystone and launches modified concurrent
signature protocol to fairly exchange the signatures oc
and op.y, With the merchant. Finally the customer
sends e-money and the two signatures to the platform
and then the platform sends a notice to ask the
merchant to deliver the goods.

B Goods delivery phase:

The main purpose of in this phase is to deliver
the goods to the customer. When receiving a notice
from the platform, the merchant delivers the goods to
the customer by the deliveryman who has mobile
device such as PDA embedded with RFID reader in
(7). After checking the goods is fine, the customer
gives the keystone to the deliveryman. Then the
deliveryman uses the keystone to check the validity of
concurrent signature. If it is valid then stores the
keystone in the PDA and gives it to the merchant.
Otherwise, reject to give goods to the customer. This
procedure is done in step (8).

B Redeeming phase:

Eventually, there are two steps, (9) and (10) in
the redeeming phase. In these two steps, the merchant
sends the keystone to the platform for redeeming
e-money. When receiving the redeeming request, the
platform will verify the concurrent signature o and
op>w With the keystone. If the verification is
acceptance, the platform deducts the charge from
e-money and sends remaining e-money to the
merchant.

3.2 The concrete protocol

The system setting is given in the following. Two
big primes, p and q, such that g|(p-1), and g is a
generator of the subgroup of order q in Zp*. The
message space M is the same as the keystone space K
={0,1}", and the signature space S is the same as the
keystone fix space F = Zq*. Three different public hash
functions H,(): K = F, and H(), Hy(): {0,1} = Z," are
selected. The private key of each party is labeled as sk;
which is selected randomly. The corresponding public
key is pki = g™ mod p. The public system parameters
are (pl g, 9, H()a Hl()l HZ())

In the delegation phase, the merchant has to
communicate with the platform to register some
information including what the goods will sell, the
identity of merchant, and related information. Then
the platform give a proxy key pair to the merchant by
doing the following calculation:
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R=g" mod p

e=H(W|R)

s=(r+exsk,) mod q
where r is randomly selected in Zq*. The proxy key
skp.-m IS S and the corresponding proxy public key can
be obtained by computing pke.-y = Rxpke ™R The
content of the warrant w could contain goods
information, the identity of the merchant and platform,
and the expired date. Then the platform sends the
triple (skp>m, R, w) to the merchant. Then the
merchant puts goods information on the website.

In the payment phase, the customer uses mobile
phone to search what goods he wants first. Once he
decides to buy an item, he launches the following
modified concurrent signature protocol:

Customer > Merchant:
1. Selects a random number as keystone and
calculates keystone fix f = H;(keystone).
2. Obtains the proxy public key of the merchant
by computing pk,__,, =Rx pkaW”R) .
3. Calculates a signature o on the message mc¢ by
the following computation:

h=H,((g" pks_.,,' mod p) | mc)
h. =(h—f)modq
Sc =(r; —h.sk;.)modq
return o =(Sc, he, )
4. Sends oc and mc to the merchant.

Merchant->Customer
1. When receiving oc and mc, the merchant
checks if the o is valid by the following
equation:
h + £ =H,((g* pkc" pks..,, " mod p) [ mc)
2. Generates the signature oy on message my by
doing the following calculation:
h'=H,((g™ pkc' mod p)|m,,)
hy, =(h'—f)modq
sw =(ry —hysk,_.,)modq
return o, = (Sy,, hy,, f)
3. Sends oy and my, to the customer.

To the end, the customer has to check if the oy is
valid by the following equation:

hy + f =H, (9" pko_.yy™ Pk mod p) || m,,)
If the checking is valid, then the customer sends a
triple (payment, oc, ow) to the platform, where the
payment is a signature generated by USIM card. The
payment indicates that the customer will pay the price
of goods to the merchant. Therefore, the amount in the
USIM card will be deducted. After receiving the triple
(payment, oc, ow), the platform will keep the triple for
a few days, usually one weak, and asks the merchant
to send goods. If the merchant does not launch

redeeming phase after one week, the customer will get
payment back from the platform.

In the goods delivery phase, the merchant sends
the goods by commissioning a deliveryman. When the
goods arrived and the customer checks the goods is
correct, then transmits the keystone from his mobile
phone to the mobile device of deliveryman. The
deliveryman has to check whether the keystone can
validate the signature oc and oy by doing the
following procedures:

1. Derives keystone fix f from keystone: f =

H,(keystone).

2. Verify the validity of oc by the following
verification. If it is valid, returns ACCEPT,
otherwise, returns REJECT.

he +f = H,((g™ pk." Pko_.p mod p)[| mc)

3. Verify the validity of oy by the following
verification. If it is valid, returns ACCEPT,
otherwise, returns REJECT.
hy + = H,((9™ pko_.y"™ ke mod p) || m,)

Both of the results of the above procedure 2 and 3 are

ACCEPT, the deliveryman give the goods to the

customer, otherwise, deliveryman will reject this

transaction. Finally, the deliveryman brings the
keystone to the merchant.

In the redeeming phase, the merchant will
redeem e-money from the platform by sending the
keystone. Once receiving the redeem request from the
merchant, the platform will verify if keystone can
validate the signatures, oc and oy. The procedure of
verification is the same as what deliveryman does. If
the verification results are ACCEPT, then the platform
deducts the charge from e-money and sends remaining
e-money to the merchant.

3.3 Security analysis

It is implicit that the security issues of the
proposed trade model satisfy transaction fairness, and
the signature unforgeable and signer-ambiguous.

— Signature unforgeable: Similar to [1], the
modified concurrent signature presented in this
paper is also derived from Schnorr signature [10]
which is based on discrete logarithms problem
(DLP). In other words, it is computational
infeasible to derive private key sk; from the
corresponding public key pk; by computing sk; =
logy(pki) even the keystone is released.

— Signer-ambiguous: Before the keystone is released,
both signatures are ambiguous. The modified
concurrent signature is also based on ring
signature [9] that the signer-ambiguous is
provided. In other words, in the modified
concurrent  signature, the two exchanged
signatures are signer-ambiguous from any third
party’s point of view. However, once the keystone
is released, the two exchanged signatures become
valid and any one can identify who has actually
signed the message.



— Transaction fairness: Because of the properties of
signer-unforgeable and signer-ambiguous, for all
signatures that are generated with the same
keystone will not be forged and be binding
concurrently when the keystone is released.
Therefore, in the proposed trade model, before the
keystone is given to the merchant, it is impossible
for the merchant to get e-money. Moreover, since
the customer has to send the payment to the
platform in advance, so, if obtaining the keystone,
the merchant can gain the e-money.

4. Discussion

Similar to PayPal, the platform in the proposed
trade model is a trusted party and manages the
payment flow between the customer and the merchant.
However, the transaction dispute settling in the
proposed model is easier than that in the PayPal. To
simply speaking, the basis for settling the disputes is
keystone. Because the platform has the payment sent
from the customer, once the merchant provides the
keystone, then the merchant can gain the e-money. On
the other hand, if the customer does not receive the
goods, he can ask platform to cancel the transaction
and the payment will transfer the customer’s bank. But
this requirement will not be done until after one week.
Therefore, the platform can easily solve the
transaction dispute depending on the condition that if
the merchant can provide the keystone.

In the proposed trade model, the
“proxy-protected” proxy signature [2] could be
employed, and the platform could be “semi-trusted” in
the sense that he does not escrow the proxy key and he
can not obtain the keystone before the merchant does.

5. Conclusions

Online shopping has become a trend for
transaction in digital form. Moreover, because of the
capability of 3G mobile device, the customer can use
it to browse website and make a payment easily.

In this paper, a new fair trade model for online
shopping is proposed by means of it. Employing Kim
et al.’s proxy signature and the modified concurrent
signature, the proposed model satisfies transaction
fairness, signature unforgeable, and signer-ambiguous.
Moreover, from the customer’s point of view, the steps
for transaction are simple and easy that only orders the
goods and receives it. The computation of the protocol
can be done by the mobile device automatically.
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